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Changes to Lectures and Exam - CoVID -19

Å Due to the CoVID-19 emergency, the coursewill undergo some changes

Å 3 lectures slots for 9 weeks + 1 slot the last week
ï Eachslot lasts 40/45 minutes + 10 minutes pause

ï The practical part will be distributed through three slots

Å Deadlines for the assignments are canceled. All the assignmentsmust be sent before taking
the final oral test (datesTBD)

Å All final oral testswill be after all coursesare completed (reasonably, June/ July)
ï Thosewho passedthe first intermediate test will take the exam as if it was the second intermediate 

test (samerules)

ï The way the exam will be taken (remotely /in -person) is yet TBD

Å Stay safe. This is what matters the most at this moment. Donõtgo out, follow the rules.  
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Compiling a Program
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Source (.c) Object File (.o)
PE Executable

(.exe)

Compiler Linker



http://pralab.diee.unica.it Web Security and Malware Analysis - Davide Maiorca

PE File

Å Acronym for «Portable Executable»

Å A data structure that contains the necessaryinformation to be loaded in memory to executea 
program

Å Used by executable, object codes, and linked libraries (.dll)

Å Organized in a clear structure
ï Headers

ï Sections

Å PE files contain information also not necessarilyrelated to the executablecode
ï Icons

ï Images

ï Audio resources

ï Etc.
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PE File Structure
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DOS MZ Header

DOS Stub

Image NT Header

Image Optional Header

Section Table

Sections

Image File Header

Å Sectionscontain the real data (executable+
non-executable+other information) that is
loaded in memory

Å Multiple programs can be used to  analyze the 
structure a PE File

Å We will use the following tools:
- A Hex Editor (e.g., Hex Edit )
- A visualizer of the PE file structure

(CFF Explorer VIII and PEView )
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DOS Header and Stub

Å Contain the information printed when executing the file in a DOS command prompt ( without
Windows on)
ï «This program cannot be run in DOS mode»

Å It is actually a true «program in the program », written in 16-bit assembly
ï Composed of a headerand a stub

Å Header
ï Made of the first 64 bytes of the file. 

ï Eachgroup of bytes constitutes a field of a data structure that specifies the characteristicsof the 
program

ï For example, the first two bytes are the magic number of the 16-bit program

ï Contains a referenceto the real starting point of the file

Å Stub

ï Variable size

ï Contains the assembly instructions that are used to print the message
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DOS HeaderðHex Representation (Hex Edit )
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Å The DOS Header is a
data structure made of
multiple two -byte words
(the first three are circled
asan example) 
and a final 4-byte word

Å The first two bytes
represent the DOS Magic
Number (MZ)

Å The last 4 bytes are the 
pointer to the real PE
header

Magic Number : 0x5a4d

The PE header starts at 0x00000108 (careful about the byte order: we are in 
Little Endian ðthe last bytes are read first)
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DOS HeaderðHex Representation (Hex Edit + CFF Explorer)
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Word: 2 bytes
Dword : 4 bytes
Qword : 8 bytes
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DOS Stub ðHex Representation (Hex Edit )
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Å The DOS Stub is a little
program that essentially
prints a string

Å The first bytes contain the
string «This programéè

Å The rest of the bytes are
16-bit assembly
instructions that
print the string

Little Endian strings are read exactly in the order they are proposed
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PE Header

Å Data structure composed of three sub-data structures

Å IMAGE_NT_HEADER
ï Contains the PE signature

Å IMAGE_FILE_HEADER
ï Contains information about the CPU

ï Contains the number of sections

ï Contains the information about debugging symbols

Å IMAGE_OPTIONAL_HEADER
ï Describesessential information about the position of the code

ï For example, the beginning of the assembly instructions and the beginning of non-instruction data

ï Contains a special entry, at the end of the header, called DATA_DIRECTORY, which is an array of 
additional information needed by the executable
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Image NT HeaderðHex Representation (CFF Explorer) 
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