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Residual generation via state observers

Introduction

Model-based FDI basically consists in the design of suitable residual generator
based on the model of the plant/dynamical system and a residual evaluation
method
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Residual generation via state observers

Introduction

• Residual generation: How to generate residual signals using available inputs
and outputs from the monitored system. This residual (or fault symptom) should
indicate that a fault has occurred. It should normally be zero or close to zero
under no fault condition, while significantly different from zero when a fault
occurs. This means that the residual is characteristically independent of process
inputs and outputs, in ideal conditions.

• Residual evaluation: How to evaluate residuals for the likelihood of faults and
apply a decision rule to determine if any faults have occurred. The residual
evaluation block, may perform a simple threshold test (geometrical methods) on
the instantaneous values or moving averages of the residuals. On the other hand,
it may consist of more complex statistical methods, e.g., generalised likelihood
ratio testing or sequential probability ratio testing.

• Model-based FDI methods focus on the residual generation problem because the
decision making can be considered as easy if the residual signals are well designed.
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Residual generation via state observers

Fault models

• Signal fc(k) represents a component fault in the plant/system, and it can
modeled both a multiplicative faults and additive faults

• Signal fu(k) and fy (k) are input and output sensors faults and it can modeled
both a multiplicative faults and additive faults
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Residual generation via state observers

Fault models

The considered system and sensor fault model is then:

x(k + 1) = Ax(k) + B(u?(k) + f u(k)) + f c(k)

y(k) = Cx(k) + f y (k)

where
u(k) = u?(k) + f u(k)

and
y(k) = y?(k) + f y (k).

• If the process/component fault is multiplicative, then f c(k) = δAx(k) where
δA is a n × n matrix.

• If the sensor faults are multiplicative, then f u(k) = δuu
?(k) and

f y (k) = δyy
?(k) where δu and δy are diagonal matrices of appropriate

dimensions.
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Residual generation via state observers

Fault models

• To simplify the notation, we can define a fault vector

f (k) = [f c(k), f u(k), f y (k)]

and define possibly rectangular matrices L1, L2, L3 such that f c(k) = L1f (k),
f y (k) = L2f (k) and f u(k) = L3f (k).

• By this modeling choice, it holds

x(k + 1) = Ax(k) + Bu?(k) + L1f (k)

y(k) = Cx(k) + L2f (k)

u(k) = u?(k) + L3f (k)
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Residual generation via state observers

State observer for residual generation

• Now, consider the next state observer equations

x̂(k + 1) = Ax̂(k) + Bu(k) + K e(y(k)− ŷ(k))

ŷ(k) = Cx̂(k)

Its state error dynamics with e(k) = x(k)− x̂ in presence of faults becomes

e(k + 1) = Ax(k) + Bu?(k) + L1f (k)− Ax̂(k)− Bu(k)−K e(y(k)− ŷ(k))

= Ae(k) + Bu?(k) + L1f (k)− Bu?(k)− L3f (k)−K e(y(k)− ŷ(k))

= Ae(k) + L1f (k)− L3f (k)−K e(Cx(k) + L2f (k)− Cx̂(k))

= (A−K eC )e(k) + L1f (k)− L3f (k)−K eL2f (k)
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Residual generation via state observers

State observer for residual generation

• Thus, if f (k) represents additive faults, their presence influences the state
estimation error e(k) and we can design a residual vector signal as
r(k) = We(k) where W is a matrix designed to amplify the sensibility of r(k)
with respect to the faults f (k).

• If f (k) consists of abrupt faults modeled as a step-function then after their
occurrence and after the observer dynamics is at steady-state it holds

e = (I − A + K eC )−1 (L1 − L3 −K eL2) f (k)

Thus

r = W (I − A + K eC )−1 (L1 − L3 −K eL2) f (k)
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Residual generation via state observers

State observer for residual generation

• If the fault has an arbitrary shape or time-varying behavior and the observer has
fast dynamics with respect to the evolution of the fault f (k), then

r(k) ≈W (I − A + K eC )−1 (L1 − L3 −K eL2) f (k)

• Thus we see the fault time-varying behavior by looking at the residual signal and
use advanced methods such machine learning for its identification and diagnosis.

• The feedback gain ke of the observer is now chosen to magnify the residual
signal
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Residual generation via state observers

State observer for residual generation

• If instead the faults are multiplicative, for instance consider the case where such
faults affect the process/plant and not the sensors, so L2 = 0 and L3 = 0, it holds

e(k + 1) = (A−K eC )e(k) + L1f (k)

= (A−K eC )e(k) + L1δAx(k)

• Thus, the multiplicative faults affects the dynamics and transient behavior of
the observer, thus is much more difficult to detect.

• For multiplicative faults, we can use parameter estimation methods.
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Residual generation via state observers

Suggested readings:

S. Simani, C. Fantuzzi, R.J. Patton - Model-Based Fault Diagnosis in Dynamic Systems,
Springer-Verlag, 2002

L. H. Chiang, E. L. Russell and R. D. Braatz - Fault Detection and Diagnosis in Industrial
Systems, Springer Verlag, 2001

J. Chen , R.J. Patton - Robust Model-Based Fault Diagnosis for Dynamic Systems, Springer,
2012

S.X. Ding - Model-based Fault Diagnosis Techniques: Design Schemes, Algorithms, and Tools,
Springer, 2013
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The Unknown Input Observer (UIO)

Introduction

• Consider the problem of fault detection for the next general fault model:

• By this modeling choice, it holds

x(k + 1) = Ax(k) + Bu?(k) + L1f (k)

y(k) = Cx(k) + L2f (k)

u(k) = u?(k) + L3f (k)

• One of the most significant practical issues in the generation residual signals via
state observers is that disturbances and noise, which are not fault, are indeed
deviations from the nominal behavior of the dynamical system and therefore make
the residual signals grow in magnitude and eventually may yield a false fault
alarm.
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The Unknown Input Observer (UIO)

Introduction

• Consider now the next fault free model of a dynamical system

x(k + 1) = Ax(k) + Bu(k) + Ed (k)

y(k) = Cx(k)

where u(k) is the vector of known inputs, i.e., it is measured or computed,

• Instead d (k) represents a vector of unknown inputs, i.e., inputs which are not
measured by sensors and which represent disturbances, noise, unmodeled
dynamics etc. to the plant/process/system.

• Matrix E of appropriate dimensions is distributes the unknown disturbances to
the state variables of the system.
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The Unknown Input Observer (UIO)

Introduction

• In some cases the effect of an unknown disturbance and a modeled fault can be
decoupled in a state observer.

• Such state observer design is called unknown input observer and is a popular
design in fault diagnosis.

• Definition: An observer is denoted as an Unknown Input Observer if its state
estimation error vector approaches zero asymptotically, regardless of the presence
of the unknown input term in the system.

16 / 42



The Unknown Input Observer (UIO)

Introduction

• In some cases the effect of an unknown disturbance and a modeled fault can be
decoupled in a state observer.

• Such state observer design is called unknown input observer and is a popular
design in fault diagnosis.

• Definition: An observer is denoted as an Unknown Input Observer if its state
estimation error vector approaches zero asymptotically, regardless of the presence
of the unknown input term in the system.

16 / 42



The Unknown Input Observer (UIO)

Introduction

• In some cases the effect of an unknown disturbance and a modeled fault can be
decoupled in a state observer.

• Such state observer design is called unknown input observer and is a popular
design in fault diagnosis.

• Definition: An observer is denoted as an Unknown Input Observer if its state
estimation error vector approaches zero asymptotically, regardless of the presence
of the unknown input term in the system.

16 / 42



The Unknown Input Observer (UIO)

Unknown Input Observer

• The formal model of the unknown input observer (UIO) has the next structure:

z(k + 1) = Fz(k) + TBu(k) + Ky(k)

x̂(k) = z(k) + Hy(k)

• Here z(k) is the state vector of the (UIO) while x̂(k) is the estimation of the
state of the dynamical system under observation provided by the UIO.

• Matrices F ,T H K are to be designed to achieve the unknown input
decoupling from the estimation error.
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The Unknown Input Observer (UIO)

Unknown Input Observer

• Design scheme for an UIO
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The Unknown Input Observer (UIO)

Unknown Input Observer

• Let us now compute the error dynamics for an UIO with equations:

z(k + 1) = Fz(k) + TBu(k) + Ky(k)

x̂(k) = z(k) + Hy(k)

• applied the next system model:

x(k + 1) = Ax(k) + Bu(k) + Ed (k)

y(k) = Cx(k)
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The Unknown Input Observer (UIO)

Unknown Input Observer

• the estimation error is e(k) = x(k)− x̂(k). Let K = K 1 −K 2, after some
manipulations it holds

e(k + 1) = (A−HCA−K 1C ) e(k)

+ (F − A−HCA−K 1C ) z(k)

+ (K 2 − (A−HCA−K 1C )H) y(k)

+ (T − (I −HC ))Bu(k)

+ (HC − I )Ed (k)
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The Unknown Input Observer (UIO)

Unknown Input Observer

Given

e(k + 1) = (A−HCA−K 1C ) e(k)

+ (F − A−HCA−K 1C ) z(k)

+ (K 2 − (A−HCA−K 1C )H) y(k)

+ (T − (I −HC ))Bu(k)

+ (HC − I )Ed (k)

If we choose:

FH =K 2

A−HCA−K 1C =F

(I −HC ) =T

(HC − I )E =0
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The Unknown Input Observer (UIO)

Unknown Input Observer

It holds

e(k + 1) =Fe(k)

• Thus, if the eigenvalues of matrix F have magnitude less than 1, the state
estimation error x̂(k) converges to the true state x(k) despite a non-zero
disturbance vector d (k).

• The design procedure of the UIO thus consists in solving

FH =K2

A−HCA−K1C =F

(I −HC) =T

(HC − I )E =0

while making matrix F have stable eigenvalues.
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The Unknown Input Observer (UIO)

Pseudo-inverse of matrix

• Before stating a sufficient condition for the existence of a solution to the UIO
design problem we need to revise the definition of pseudo-inverse of a matrix.

• The pseudo-inverse of a rectangular matrix A of real numbers is denoted as A+

• If A has linearly independent columns:

A+ =
(
ATA

)−1
A

It then holds A+A = I , and it is called a left pseudo-inverse.

• if A has linearly independent rows:

A+ = AT
(
AAT

)−1

It then holds AA+ = I , and it is called a right pseudo-inverse.

• If matrix A is square the two definitions are equivalent.
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The Unknown Input Observer (UIO)

Unknown Input Observer

Theorem
A sufficient condition for the existence of an UIO for the considered model is that

rank(CE ) = rank(E ),

and the observability matrix O(A1,C ) is full rank, where A1 = A− E (CE )+
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The Unknown Input Observer (UIO)

Discussion

• It is worth noting that the number of independent rows of the matrix C must
not be less than the number of the independent columns of the matrix E to
satisfy the theorem.

• This means that the maximum number of disturbances which can be decoupled
cannot be larger than the number of the independent measurements.

• Moreover, without unknown inputs in the system, by setting T = I , H = 0 and
E = 0, the state observer becomes a simple Luenberger observer.

• The condition rank(CE ) = rank(E ) is actually necessary the existence of the
UIO, the condition on complete observability is instead only sufficient because
there exist weaker notions of complete observability i.e., detectability, which
allows the UIO design.
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UIO design procedure

Design procedure

• Consider the next system

x(k + 1) = Ax(k) + Bu(k) + Ed (k)

y(k) = Cx(k)

where d (k) is an unknown input vector.

• We now discuss the design steps for an UIO with structure

z(k + 1) = Fz(k) + TBu(k) + Ky(k)

x̂(k) = z(k) + Hy(k)
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UIO design procedure

Design procedure

• Step 1 Verify that rank(CE ) = rank(E )

• Step 2 Verify that the observability matrix O(A1,C ) is full rank, where
A1 = A− E (CE ))+

• If both step 1 and 2 are succesfull then we can design an UIO. Otherwise the
problem has no solution.

• A remedy could be to add sensors to the dynamical system (thus modify matrix
C ) until the conditions are verified.

• Another remedy is let some unknown inputs influence the residuals and only
decouple some of them, thus modifying matrix E .
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UIO design procedure

Design procedure

• Step 3: The UIO design requires the computation of matrices H , T , H and K .
Let K = K 1 + K 2. The design constraints are:

FH =K 2

A−HCA−K 1C =F

(I −HC ) =T

(HC − I )E =0

• Step 4: Choose H = E (CE )+.

• Step 5: By this choice for H notice that

(HC − I )E =
(
E (CE )+C − I

)
E = E (CE )+CE − E = E − E = 0
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UIO design procedure

Design procedure

The remaining constraints are:

FH =K 2

A−HCA−K 1C =F

(I −HC ) =T

• Step 6: Compute T as T = (I −HC ).
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UIO design procedure

Design procedure

The remaining constraints are:

FH =K 2

A−HCA−K 1C =F

• Step 7: Choose the desired eigenvalues for for matrix F which determines the
estimation error dynamics.

• Then, consider matrix
Ā = A−HCA

• Notice that Ā−K 1C is the state observer error dynamics for a system with
state transition matrix Ā, output matrix C and observer gain K 1.

• Step 8: Design matrix K 1 according to a standard state observer design
procedure so that matrix F = Ā−K 1C has the desired eigenvalues.
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UIO design procedure

Design procedure

The remaining constraints are:

FH =K 2

• Step 9: Let K 2 = FH and finally let K = K1 + K2.

• The design of matrices H , T , H and K is complete. The UIO observer
equations are:

z(k + 1) = Fz(k) + TBu(k) + Ky(k)

x̂(k) = z(k) + Hy(k)
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UIO design procedure

Design procedure

• The scheme of the designed UIO is
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FDI scheme based on banks of observers

Introduction

• The main task of FDI is to detect faults and isolate them, i.e., identify which
component is affected by a fault.

• While the isolation of process faults is application dependent, i.e., knowledge of
the particular system hardware and architecture is required, there exist general
schemes for the isolation of generic faults on sensing equipment and actuators
(outputs or outputs).
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FDI scheme based on banks of observers

Introduction

• Consider a system affected by input and output faults as follows

x(k + 1) = Ax(k) + B(u?(k) + f u(k))

y(k) = Cx(k) + f y (k)

where
u(k) = u?(k) + f u(k)

and
y(k) = y?(k) + f y (k).
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FDI scheme based on banks of observers

FDI based on banks of observers

• To uniquely isolate a fault concerning one of the system outputs, fy (k), under
the hypothesis that inputs are fault-free, (fu(k) = 0), a bank of classical
Luenberger observers or Kalman filers can be used according to the next scheme
called Dedicated Observer Scheme:
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FDI scheme based on banks of observers

FDI based on banks of observers

• In this scenario, each observer measures all the inputs and only one output. The
number of the observers required is equal to the number of outputs. The residual
generated by each observer is influenced only the corresponding output.

• If a fault affects one output sensor, then only one observer is affected by the
fault while the others are not.

• Thus, only the residual signal generated by the observer connected to the faulty
sensor will exceed in magnitude the design threshold which sets off an alarm.

• By looking at which observer raised the alarm, the fault can be isolated to the
corresponding sensor.
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FDI scheme based on banks of observers

FDI based on banks of observers

• To uniquely isolate a fault concerning one of the system inputs, fu(k), under
the hypothesis that the outputs are fault-free, (fy (k) = 0), a bank of unknown
input observers (UIO) can be used according to the next scheme called
Generalized Observer Scheme:
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FDI scheme based on banks of observers

FDI based on banks of observers

• In this scenario, each observer measures only one input and all the outputs. The
number of the observers required is equal to the number of inputs. Each observer
generates a residual signal influenced by only its input.

• If a fault affects one input, then all unknown input observers are affected,
except the UIO connected to the faulty input.

• Thus, all observers except one will generate a which sets off an alarm and
detect a fault.

• By looking at which observer did not detect the fault, the fault can be isolated
to its corresponding input actuator.
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FDI scheme based on banks of observers

FDI based on banks of observers

• If we adopt both schemes, the next table summarizes the fault diagnosis
capabilities of the bank of observers (UIO for inputs and Luemberger or KF for
the outputs). In particular each fault triggers a set of residual which form its
signature
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FDI scheme based on banks of observers

FDI based on banks of observers

• Notice that multiple faults can be detected and isolated, on the other hand only
one input fault at a time can be isolated because all UIO are sensitive to each
input fault. Clearly the probability of two independent faults occurring exactly at
the same time is sometimes considered negligible (even small temporal differences
enable fault diagnosis)
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